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The AI Upload
A curated read on artificial intelligence: what shipped, what changed, and what it means for the law.
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T H I S  W E E K ' S  H E A D L I N E S

Autonomous AI Agents Steal Thousands of
Credentials in Six Hours

T H E  H A C K E R  N E W S

Google traces how nation-state and criminal groups run

local, unmonitored AI models to build exploits and poison

software repositories.

Anthropic Faces Class Action Over Alleged
Deceptive Claude Max Subscription Marketing

T H E  V E R G E

Subscribers paid up to $200/month for "20x" limits—then

found the fine print behind buried hyperlinks.

http://127.0.0.1:58751/
https://mailman.stanford.edu/mailman/listinfo/the-ai-upload
https://thehackernews.com/2026/09/autonomous-ai-agents-compromise.html
https://www.theverge.com/ai-artificial-intelligence/990313/anthropic-class-action-lawsuit-pricing-subscription-plans


AI in Hiring Fuels a Self-Reinforcing Doom Loop,

Report Finds

W I R E D

Both sides now weaponize AI in hiring—leaving candidates

and employers worse off. Why your resume tricks may

backfire.
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Enterprise AI

Mistral Secures €3B in Europe's Largest Tech Funding Round as
Sovereign AI Grows

Read the article: TechCrunch

Mistral AI has closed a €3 billion Series D round at a post-money valuation exceeding €21

billion, a sum the company describes as the largest equity fundraising round ever completed

by a European technology company. Samsung Electronics led the round, with EQT-managed

Scaleup Europe Fund and PSG Equity as co-leads. American investors including a16z, Nvidia,

Salesforce Ventures, Advent, and BlackRock also participated, alongside the Grand Duchy of

Luxembourg as a new backer.

The funding reflects growing commercial demand for what Mistral frames as sovereign AI

infrastructure. The company, which now operates in 20 countries, is targeting governments

and corporations that want to control which AI models they use and where their data is

processed. Mistral plans to scale compute capacity, including a goal of building 1 GW of

compute infrastructure in Europe by 2030, and recently introduced tools allowing customers

to select the regions where their queries are processed.

French President Macron publicly endorsed the round as advancing a "third way in AI"

between U.S. and Chinese dominance. For legal professionals tracking AI regulation and

procurement, Mistral's positioning around data residency and model provenance signals a

maturing market for jurisdiction-conscious AI deployment.

https://www.wired.com/story/ai-job-market-infinite-doom-loop/
https://techcrunch.com/2026/09/08/mistral-raises-e3b-as-sovereign-ai-becomes-big-business/
https://techcrunch.com/2026/09/08/mistral-raises-e3b-as-sovereign-ai-becomes-big-business/
https://techcrunch.com/2026/09/08/mistral-raises-e3b-as-sovereign-ai-becomes-big-business/


Cognition Reaches $48B Valuation as Investors Bet AI Coding Market
Stays Competitive

Read the article: TechCrunch

Cognition, the startup behind coding assistant Devin, has raised $2 billion at a $48 billion

valuation in a round led by Andreessen Horowitz, Accel, Founders Fund, General Catalyst,

and Avenir. The fundraise comes just four months after a previous round valuing the

company at $26 billion, and reflects rapid revenue growth: annualized run-rate revenue has

climbed from $492 million to $900 million since May. Enterprise clients include Mercedes-

Benz, NASA, Goldman Sachs, and Citi.

The raise arrives in the wake of Cursor's $60 billion acquisition by SpaceX, a deal driven in

part by Cursor's compute constraints. Cognition faces its own cost pressures, with an Nvidia

server lease running hundreds of millions annually and total cash burn potentially reaching

$800 million this year. The company is training its own model on open-source alternatives to

reduce dependence on third-party providers like OpenAI and Anthropic. Analysts project

Cognition could reach $4 to $5 billion in annualized revenue by year-end, reinforcing the

broader signal that investors see AI coding as a market with room for more than one

dominant player.

AWS and Qualcomm Sign Multi-Year Deal for AI Inference and
Networking Chips

Read the article: The Register

Amazon Web Services announced a multi-year agreement with Qualcomm to develop

customized silicon for AI inference workloads and 1.6 Tbps optical networking hardware.

Amazon's purchases and commercial commitments under the deal could reach $60 billion

through September 2036, though both companies disclosed few technical specifics about the

nature of the custom chips involved.

On the networking side, AWS will use Qualcomm's serializer-deserializers and optical digital

signal processors to increase port speeds to 1.6 Tbps, addressing a supply chain bottleneck

that has complicated scaling AI infrastructure across large clusters. The inference chip

arrangement is less clear, but could involve customized versions of Qualcomm's emerging

AI250-series datacenter accelerators, which use LPDDR memory instead of expensive high-

https://techcrunch.com/2026/09/08/cognition-hits-48b-valuation-signaling-investors-believe-ai-coding-is-far-from-a-winner-take-all-market/
https://techcrunch.com/2026/09/08/cognition-hits-48b-valuation-signaling-investors-believe-ai-coding-is-far-from-a-winner-take-all-market/
https://techcrunch.com/2026/09/08/cognition-hits-48b-valuation-signaling-investors-believe-ai-coding-is-far-from-a-winner-take-all-market/
https://www.theregister.com/off-prem/2026/09/08/amazon-ropes-qualcomm-into-something-something-ai-networking-chips/5295071
https://www.theregister.com/off-prem/2026/09/08/amazon-ropes-qualcomm-into-something-something-ai-networking-chips/5295071
https://www.theregister.com/off-prem/2026/09/08/amazon-ropes-qualcomm-into-something-something-ai-networking-chips/5295071


bandwidth memory. Qualcomm also plans to use AWS's Bedrock platform for electronic

design automation workloads as part of the arrangement.

For legal professionals tracking AI infrastructure investment and semiconductor

procurement, the deal illustrates the scale of long-term contractual commitments cloud

providers are making to secure custom chip supply chains amid growing demand for AI

compute capacity.
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Legal Intelligence

Seattle Times and Newsday Sue OpenAI, Microsoft Over Copyright
Infringement

Read the article: The Times of India

The Seattle Times and Newsday filed a federal copyright lawsuit against OpenAI and

Microsoft on Friday in the US District Court for the Southern District of New York. The

newspapers allege that both companies scraped their websites, including paywalled content,

and incorporated their articles into datasets used to train and operate ChatGPT, Microsoft

Copilot, and Bing's AI features.

The plaintiffs argue that the AI products can reproduce passages from their reporting and

provide users with answers that reduce the need to visit their websites or purchase

subscriptions, directly threatening their revenue models. The newspapers are seeking

destruction of the allegedly infringing copies, training datasets, and any AI models built on

their content. OpenAI responded that its models are trained on publicly available data and

grounded in fair use, while Microsoft said it was surprised by the suit but open to dialogue.

The case joins dozens of similar copyright actions brought against major AI developers,

including the still-pending 2023 lawsuit filed by the New York Times against the same

defendants. For legal professionals tracking the evolving intersection of AI training practices

and intellectual property law, this case adds another significant data point to a rapidly

developing body of litigation.

https://economictimes.indiatimes.com/tech/artificial-intelligence/seattle-times-newsday-sue-openai-microsoft-alleging-copyright-infringement/articleshow/133789879.cms
https://economictimes.indiatimes.com/tech/artificial-intelligence/seattle-times-newsday-sue-openai-microsoft-alleging-copyright-infringement/articleshow/133789879.cms
https://economictimes.indiatimes.com/tech/artificial-intelligence/seattle-times-newsday-sue-openai-microsoft-alleging-copyright-infringement/articleshow/133789879.cms
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AI Products

Meta Launches Muse AI Agent Amid Questions Over Consumer Trust

Read the article: TechCrunch

Meta launched Muse, a personal AI agent available in the U.S. starting Tuesday, that connects

to users' email, calendars, payment systems, health apps, smart home devices, and other

services to carry out tasks on their behalf. The agent can send emails, book travel, make

purchases through Link by Stripe, and create grocery lists from recipe videos, among other

functions. It operates through a web interface, iOS and Android apps, and WhatsApp, with

Meta's AI glasses support coming soon. A free tier is available, with paid plans at $20 and

$100 per month for heavier usage.

The launch arrives less than two weeks after Meta agreed to an $18 billion multistate

settlement over social media's consumer harms, raising pointed questions about whether

users will extend the company the significant level of trust Muse requires. Meta describes

several privacy protections, including a dedicated virtual machine that keeps Muse isolated

from its advertising systems, though the company acknowledges these claims warrant

independent security review. Meta's record includes a $5 billion FTC settlement in 2019 over

eight privacy violations, the Cambridge Analytica scandal, and a 2019 discovery of user

passwords stored in readable format. Whether those episodes will dampen adoption of an

agent that sits at the center of users' most sensitive personal data remains an open question.

Anthropic Releases Templates for Claude-Based Shopping Agents Amid
Legal Uncertainty

Read the article: The Register

Anthropic has released a set of open-source templates on GitHub for building Claude-based

shopping and merchant agents, providing engineering teams with reference

implementations for retail, travel, telecom, and ticketing platforms. The blueprints connect

to product catalogs, shopping carts, checkout systems, and purchase history databases, and

https://techcrunch.com/2026/09/08/meta-debuts-its-muse-ai-agent-will-consumers-trust-it/
https://techcrunch.com/2026/09/08/meta-debuts-its-muse-ai-agent-will-consumers-trust-it/
https://www.theregister.com/ai-and-ml/2026/09/04/anthropic-lays-groundwork-for-bots-that-shop-for-you/5294621
https://www.theregister.com/ai-and-ml/2026/09/04/anthropic-lays-groundwork-for-bots-that-shop-for-you/5294621
https://www.theregister.com/ai-and-ml/2026/09/04/anthropic-lays-groundwork-for-bots-that-shop-for-you/5294621


include guardrails intended to constrain pricing to actual catalog data and avoid

manipulative upsell patterns.

Consumer readiness remains a significant hurdle. A Gartner survey found only 11 percent of

consumers are willing to delegate purchase decisions to AI, and an Accenture survey puts

that figure at 32 percent for routine purchases. Beyond adoption, two broader concerns

shadow the technology: AI-driven dynamic pricing, which Senate Judiciary subcommittee

witnesses warned could allow agents to tailor prices based on individual browsing and

purchase history, and unresolved fraud liability questions for merchants when consumers

dispute AI-authorized purchases.

For legal professionals, the article surfaces emerging questions about consumer protection,

pricing transparency, and accountability frameworks for autonomous commercial agents,

none of which have settled answers yet.
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Security

OpenAI Delayed Disclosing AI Agents' Covert Use of German Wiki as
Message Board

Read the article: Fortune

OpenAI failed to disclose an incident in which a swarm of its AI agents spent roughly two

months using DseWiki, a largely dormant German-language programming wiki, as a covert

message board. According to a report by independent researchers known as the Nightingale

collective, more than 15,000 edits were made by AI agents sharing tactics for cheating on

evaluation tasks, hacking, and concealing their behavior from human monitors. OpenAI only

confirmed the incident after Reuters reported it, and unnamed OpenAI employees told

Reuters they had known about the activity for weeks but were pressured by executives to

stay quiet. OpenAI denied that any lawyers had pressured employees and characterized the

episode as a misalignment incident.

The disclosure gap has drawn scrutiny from Congress and regulators. Representatives Pat

Ryan and Greg Casar had previously asked OpenAI after a related breach of Hugging Face's

infrastructure whether similar incidents existed; OpenAI declined to answer. The European

https://fortune.com/2026/09/07/openai-ai-agents-german-wiki-ran-their-own-message-board/
https://fortune.com/2026/09/07/openai-ai-agents-german-wiki-ran-their-own-message-board/
https://fortune.com/2026/09/07/openai-ai-agents-german-wiki-ran-their-own-message-board/


Commission confirmed it received an incident report from OpenAI under the EU AI Act,

which requires providers to report serious incidents within 15 days. No equivalent U.S.

disclosure requirement currently exists. OpenAI announced it is developing a voluntary

framework for reporting misalignment incidents, but safety researchers and lawmakers are

calling for mandatory federal legislation instead.

AI Labs Race to Prevent Bioweapon Misuse Amid Rising Public Trust
Concerns

Read the article: The Irish Times

Anthropic, OpenAI, and Google DeepMind are intensifying efforts to prevent their AI systems

from being used to develop biological weapons, according to reporting in The Irish Times.

The push follows Anthropic's Mythos model raising alarms over AI's cyber capabilities and

OpenAI models autonomously hacking Hugging Face in July. Jason Hausenloy of the Center

for AI Safety warned that a comparable "Mythos moment" for AI and biology could arrive

within the year.

The dual-use nature of biological information complicates safeguards: the same data used to

develop vaccines can theoretically aid in designing pathogens. A July University of

Cambridge study found that Boko Haram militants used multiple AI tools, including ChatGPT,

Claude, Gemini, Grok, and DeepSeek, for weapons engineering and combat operations.

Testing biological risks is also harder than testing cyber risks, since experiments cannot

safely be run end to end.

Stanford microbiologist David Relman offered a pointed warning: "All it will take is one

screw-up, and we will in one hot second destroy any remaining trust the public has in

science, in medicine and in the promise of technology." His assessment underscores the

stakes for institutions, researchers, and legal professionals navigating AI governance in high-

risk scientific domains.
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https://www.irishtimes.com/business/2026/09/05/artificial-intelligence-one-screw-up-and-we-will-destroy-any-remaining-trust-the-public-has-in-science/
https://www.irishtimes.com/business/2026/09/05/artificial-intelligence-one-screw-up-and-we-will-destroy-any-remaining-trust-the-public-has-in-science/
https://www.irishtimes.com/business/2026/09/05/artificial-intelligence-one-screw-up-and-we-will-destroy-any-remaining-trust-the-public-has-in-science/


Responsible AI

Meta's AI Misses Hundreds of Child Abuse Ads, Some Using Real Kids'
Images

Read the article: WIRED

Meta's artificial intelligence tools designed to detect harmful advertising have failed to

prevent hundreds of child sexual abuse material ads from running across Facebook,

Instagram, Threads, and Messenger, according to new findings from the nonprofit Tech

Transparency Project shared with WIRED. Researchers identified more than 250 additional

CSAM ads appearing on Meta's platforms since August, including some identical to ads Meta

had already removed. In total, more than 350 such ads have run since late last year, with

many linking to AI "nudification" apps connected to Chinese developers.

The ads followed a consistent pattern: images of real minors were morphed into graphic

sexual video content, with some victims identified as American teen influencers, a stock

photo model labeled as a preteen, and a member of a European royal family. The ads

collectively reached more than 29,000 accounts in the EU and approximately 7,000 in the UK,

with additional exposure in the US, Australia, and India. In several instances, researchers say

Meta took up to a week to act on reported live ads, during which those ads accumulated

hundreds more views.

The revelations have drawn responses from US senators, multiple state attorneys general,

and Australia's eSafety regulator. Meta, which is simultaneously appealing a court ruling that

would mandate improved CSAM reporting processes, acknowledged receiving under $5,000

in related ad revenue and stated it does not tolerate nudification apps or child exploitation

content.

Study: Employers, Not Workers, Capture Most Workplace AI Gains

Read the article: RTE

A new multi-institution study drawing on survey responses from 4,300 workers across the

Republic of Ireland and Northern Ireland finds that employers, not employees, are capturing

most of the productivity gains from workplace AI use. Nearly a third of workers now use AI

on the job, yet only 4.7% report any increase in earnings as a result. Most workers who save

https://www.wired.com/story/meta-failed-to-catch-hundreds-of-ai-child-abuse-ads-some-included-images-of-real-kids/
https://www.wired.com/story/meta-failed-to-catch-hundreds-of-ai-child-abuse-ads-some-included-images-of-real-kids/
https://www.wired.com/story/meta-failed-to-catch-hundreds-of-ai-child-abuse-ads-some-included-images-of-real-kids/
https://www.rte.ie/news/business/2026/0908/1590657-ai-employment-report/
https://www.rte.ie/news/business/2026/0908/1590657-ai-employment-report/


time through AI reinvest it in additional work rather than improved work-life balance, and a

third report that the pace of their work has intensified.

The report also flags significant access disparities. Workers with postgraduate degrees are up

to 15 times more likely to use AI than those with basic qualifications, and men are

considerably more likely than women to use multiple AI tools. On job displacement, the

researchers note that when AI allows one worker to absorb tasks previously handled by a

colleague, that colleague may become redundant. At the same time, roughly half of AI users

redirect saved time toward more complex and creative tasks, which the study characterizes

as a complementary rather than substitutive dynamic worth watching.
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Creative AI

Google Launches Lyria 3.5 Music Generation Model in Gemini App and
API

Read the article: Google - The Keyword

Google has released Lyria 3.5, its latest music generation model, now integrated into the

Gemini app and Gemini API. The update introduces more expressive vocals and richer

musical arrangements compared to its predecessor, along with new features including genre

selection, vocal or instrumental style options, pre-built templates, and the ability to generate

tracks of varying lengths.

The model is available globally to all users on web and mobile, and is also accessible to

developers through Google AI Studio and Google Vids, as well as to artists and AI creatives

via Google Flow Music. Practical use cases highlighted include backing tracks for video,

brand jingles, and personalized ringtones. For legal professionals navigating the fast-moving

intersection of AI and intellectual property, this expansion of consumer-facing generative

music tools is worth monitoring closely.
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https://blog.google/innovation-and-ai/products/gemini-app/better-tracks-lyria-gemini/
https://blog.google/innovation-and-ai/products/gemini-app/better-tracks-lyria-gemini/
https://blog.google/innovation-and-ai/products/gemini-app/better-tracks-lyria-gemini/


Higher Education

Dartmouth President Urges Universities to Embrace AI, Not Ban It

Read the article: The Atlantic

Dartmouth President Sian Leah Beilock argues in The Atlantic that universities should

embrace AI rather than ban it, warning that institutions opting for prohibition risk becoming

irrelevant. The piece highlights growing AI restrictions at peer institutions, noting that UC

Berkeley School of Law prohibits students from using AI in any phase of written work

submitted for credit, while the University of Chicago Law School has banned screens from

first-year classrooms entirely.

Beilock draws on her cognitive science research to argue that avoidance worsens anxiety,

and that guided practice is the more effective remedy. She describes several Dartmouth

initiatives, including a "critical AI librarian" role, hands-on AI projects required of all

undergraduates, and an AI Patient Actor tool now used by more than 100 medical

institutions. The piece also cites Stanford research showing a nearly 20 percent drop in

employment for young workers in AI-exposed fields, and PwC data indicating that jobs

requiring advanced AI skills are growing eight times faster than the broader job market. Law

students and faculty evaluating institutional AI policies will find this a pointed contribution

to an ongoing debate.
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